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Hybrid tabu search algorithm for excellent Boolean function
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Abstract: Boolean function in symmetric cryptographic algorithm must satisfy excellent cryptographic criteria to ensure
the security of the algorithm. By combining the advantages of tabu search algorithm and hill climbing algorithm, a new
heuristic generation algorithm called hybrid tabu search algorithm for excellent Boolean function was proposed. A large
number of Boolean function with high nonlinearity, low autocorrelation, one-resilient, optimal algebraic degree, optimal
algebraic immunity, optimal (suboptimal) resistance to fast algebraic attacks could be obtained quickly by applying the
proposed algorithm. Simulation results demonstrate that the cryptographic properties of the Boolean function obtained by
the proposed algorithm with strong search ability and fast running speed are better than the results of known optimization
algorithm. Moreover, the algorithm also provides good Boolean function that cannot be obtained by using construction
method.
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8 (116,24,6,4,7) (116,24,6,4,7)

9 (236,48,7,5,8) (236,48,7,5,8)
10 (484,80,8,5,10) (488,72,8,5,9)
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(R RR 1, ELRE A5 48 AT 2 K &3 2 T 7 & 24 e b
(AT JR BR AL

N, BARSHTR S A EIL AR
gEER,
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FRTH, BRSCER[9] 12 AT 14 oA IR sk AR A%
WHCZ AN, 3R 5 HADAR /R R B AR IR 2
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2) RECRIEE . 4 n BN, RS PAR
PRBARE I FE R B . Hn NEH
I, ASCHTS,,, HIEAL R AT 240 7R B8 B A0
o FE AR B el SCHER[12-13145 A r i
IR BRI B AR B T 2 2 IR IV 5 TG SRR [8-91 1 45
BT Bent MEMER, KA HAFEICH
gER,

3) HEPTHHEARE I IAE . SCHR[12-13]0A K%
ARICHTS,,,, S A5 B A R o8 5 R T DR A KL
Wik B LR T n—1 QGRML); Carlet®™™ FBH T X
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4) JERMERE. Hn <M, AICHTS,, 55
BIIAR R BRBU AELR M B 5 SCHR(12) I 85 RAHTE], 4R
PTSCRIBIEE R Zn=100f, ALHTS,, 5
R T SCR131HIEE 3. XA e MU

=5 — SR 7 ZR R B A R R S R B
n SCHRI8] SCHR9] SCHR[12] SCHR[13] HTS,,,
8 112,-,6,4,-) (116,32,6,4,7) (116,48,6,4,7) (112,48,6,4,7) (116,24,6,4,7)
9 - - (236,48,7,4,8) (232,80,7,4,8) (236,48,7,5,8)
10 (484,-,8,5,-) (488,—,8,5,8) (484,96,8,5,9) - (488,72,8,5,9)
11 — - (984,136,9,5,10) — (988,104,9,6,10)
12 (1996,-,10,6,-) (2 008,96,9,6,9) (1988,184,10,6,11) - (1996,152,10,6,11)
13 — - (4012,288,11,6,12) — (4020,232,11,7,12)
14 (8100,-,12,7,-) 8112,-,11,—,-) (8072,368,12,7,13) — (8080,320,12,7,13)
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i) — SR BRI, A SCHTS, AU e 40
AHET B AR FIREIE 1 L DAL AR R~
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Y n=12,141, ACHTS,, FEERHA R
PR B AR 2 M S H R O 0 0 e KA IR RS —
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K BT EHAE R IR AEZ 4, HTS HiLW
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iE

n=8,(116,24,6,4,7)

3639 7756 304C C72F DO9F 425A F13A 1E49 0972
ED40 EAA7 CIF8 BE95 AACY D843 462F

n=9,(236,48,7,5,8)

3EA4 427D EF09 C463 2F64 E3B0 B950 9D14 4A2A
CD57 42BD ACFC 5882 179A 2F9A CEAE A11F B352 E489
2775 36EB E145 F17E 02DC 8C86 26ED 61F5 2E60 1F57
7D32 781C A071

n=10,(488,72,8,5,9)

CAAC 4954 3C59 39D1 C724 B6FB B2E7 89F4 AD63
4BFA 8250 FA13 2D4E FA02 2247 9A0A 7968 3E1B 9983
3146 4CE4 53A7 6B42 5C92 OFE3 B3F4 668F 78E4 2071
79DC 7BD3 267A F70B SEBB E015 4EE7 5C40 BC7C 17A0
19AE 794D 0121 775F 2A2F FAIC EC6A 621C 59CC CCBI
CO0A4 1C6F 07C5 DFCO AEE2 81EF 7852 3205 4339 DF9E
8835 059F 10D8 79EC 3DB6

n=11,(988,104,9,6,10)

0DOD 65C0O 7F85 16AF 82DF 0126 C7CF 47DD 9734
985F 71F2 3A65 2DA9 B6F7 2985 SAF3 118C A003 7568
9D9F 20D4 97BC 7920 3681 0163 FO4C 3CC9 C9A9 6D36
43CB OFC3 8674 B5SA0 EFSE A548 D121 9E1B 9A44 C578
6291 3EB2 0174 FOBA 93B3 8D73 C8D7 3488 BFAC SF18
C399 59E0 4FC8 E455 963B C7FB 354D D3A5 E8GF 7837
1A1B B191 ESBE BE44 629F FFES 0D2D 1FF3 9534 C876
EEA9 11A5 74D2 7EE0 1468 0730 400F E963 ECED 0C76
3B62 2B76 D5D7 3FCA C9CA AB98 EA20 9B7F CAB9
08CD 2E02 F847 9B23 53E6 F440 8BA3 6D95 5612 EAF6
4AAB CC73 510F 6DA3 E598 56B2 0810 B4F9 736B 40A0
91BD 5SABE 9480 82CF 155D 7A66 BBCA 2643 4984 1DA6
88C9 88C0 FDSE SDEB 7DB3 2BAD 6957 E082 73A4 CF01

n=12,(1996,152,10,6,11)

A8C7 C7A5 ABB9 6349 3704 C774 EF9F CODA CB92
BFAS8 AB54 4315 077B A0B3 984D DA89 B55B 2CAA 4D28
A082 7F63 5CC4 E3F7 2F7C AOCB 178D F559 AFA6 456B
92F5 0EA3 6324 D781 8044 94DC 66CC 3119 01E7 0GES
990D BE22 D706 6439 5954 DDB3 B66D D607 1016 5C13
2DFC ASE1 A572 CB94 0940 1DF4 11DA FIBD F071 B540
3E58 CCO02 56CC 47E2 6BSD 3648 A16B B451 FO17 0564
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5B3F 07F7 B29A D326 89C7 0602 F6FD A2A6 1E72 DCES
977A 6EDF 195D 27E4 AE57 10C3 5A1E 4ED1 39A5 AD45
8BFA 786F 0D93 6518 CC4E 4CEF F2BE C827 C60C 90D2
16FC 198F 799E B7E4 23FE BF35 72B4 67C1 7EB2 C1FB
9D99 838C C2C3 FFEO 6048 547E C715 EOD4 0269 4E3C
BB79 8248 7A90 0C9E 38C2 195D 3146 507F B24A D934
1B21 67A8 OEA9 00AE C29D DOFC BE54 0C96 CB84 AD3F
39B3 7B71 53D5 812A 8EE2 205A 4DB7 F4A2 B483 294D
D76F 600F FDF5 DA9C 5CB0 7029 E038 2A80 D6C8 45C7
8CE0 4B82 41F8 7E1E 21A1 FD87 4D6F
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